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DEPARTMENT OF THE ARMY
UNITED STATES ARMY NETWORK ENTERPRISE TECHNOGLOGY COMMAND
GREELY HALL, 2133 CUSHING STREET
FORT HUACHUCA, ARIZONA 85613-7070

NETC-CS 26 March 2020

MEMORANDUM THRU Commander, 7" Signal Command (Theater), 423 22" Street, Building
21715, Fort Gordon, GA 30905-5832

MEMORANDUM FOR Commander, 21% Signal Brigade, 1435 Porter Street, Fort Detrick,
Maryland 21702-5046

SUBJECT: Approval of Report of Investigation for Whistleblower Investigation Concerning
Office of Special Counsel Referral DI-17-2168, Department of the Army, 1 Personnel
Command, Washington-Moscow Direct Communications Link, Detrick Earth Station, Fort
Detrick, Maryland

1. The findings and recommendations of the Report of Investigation (ROI) for Whistleblower
Investigation Concerning Office of Special Counsel Referral DI-17-2168, Department of the
Army, 1%t Personnel Command, Washington-Moscow Direct Communications Link, Detrick Earth
Station, Fort Detrick, Maryland, are approved.

2. The enclosed ROl is forwarded from the undersigned as the Appointing Authority, through
Commander, 7*" Signal Command (Theater), to the Commander, 21 Signal Brigade for
appropriate action consistent with the findings. Specifically, the Commander, 215 Signal
Brigade will:

a. Complete the Configuration Control Board (CCB) charter that was initiated by a previous
21 Signal Brigade Commander.

b. Staff a memorandum through 7" Command, NETCOM, and ARCYBER, to CIO/G-6
requesting that the CIO/G-6 chair the CCB in accordance with Army regulation.

c. Request Fort Detrick Fire Marshal conduct an inspection of the building.

d. Initiate the risk management process requirements at Detrick Earth Station in accordance
with the new risk management framework.

3. The Commander, 21 Signal Brigade has 30 days from the date of this memorandum to
implement the actions above and to report to me on any other action taken to comply with the
findings and recommendations documented in the ROI.

Encl
COL, GS
Chief of Staff
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Charter, Direct Communications Link
Configuration Control Board

1.0 Authorities, Objectives and Scope

The Direct Communications Link (DCL) Configuration Control Board (CCB) is chartered
through the Army Chief Information Officer (CIO)/G-6 to successfully identify engineering
plans, configuration standards and designs, and implementations that support operational
requirements for the DCL. The CCB will work to ensure interoperability and
synchronization between all stakeholders.

This charter establishes the Army DCL CCB and assigns responsibilities for establishing
and maintaining of technical and functional baselines for the system. The Army DCL CCB
will operate in an integrated and disciplined manner to provide a structured and
streamlined control process for managing the assigned products and services throughout
their intended life cycle. Life cycle configuration management through the CCB ensures
that all changes are visible, that any potential safety, security and operational impacts are
properly addressed, and that technical and programmatic direction across the DCL
system'’s products, services and interfaces are consistent.

1.1 Authorities

1.1.1 USD C4l

Under Secretary of Defense for Command, Control, Communications and Intelligence
Memorandum Subject: Upgrade to the US/USSR Direct Communications Link (DCL)
dated 14 March 1984 designated the Army as Lead Military Department for the DCL.

1.1.2 NSD-301

National Security Directive — 301 (NSD-301), dated February 1988, assigned life cycle
support responsibility, on a reimbursable basis, to the Department of the Army for the
Nuclear Risk Reduction Center (NRRC) program.

1.1.3 ASDC41

Assistant Secretary of Defense for Command, Control, Communications and Intelligence
Memorandum Subject: Designation of Army as Lead Military Department (LMD) for the
Direct Communications Link (DCL), the Continuous Communications Link (CCL) and the
Government to Government Communications Links (GGCLs) dated 28 July 2000
reaffirmed the Army’s designation as LMD for the DCL, CCL and GGCLs.

1.1.4 ASD NII

Assistant Secretary of Defense for Networks and Information Integrations / DoD Chief
Information Officer (ASD(NII)/DoD CIO) Memorandum Subject: Communications With
Other Nations (CWON) dated 28 April 2009 established the National Leadership
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Command Capability (NLCC) Executive Management Board (EMB) to coordinate CWON
issues.

1.1.5 DODD 8000.01

Department of Defense Directive 8000.01, Management of the Department of Defense
Information Enterprise (DoD IE), dated 27 July 2017.

1.1.6 AR 25-1

Army Regulation 25-1 Information Management, Army Information Technology, dated 15
July 2019.

1.2 Obijectives

e Serve as the focal point for Direct Communications Link activities

¢ Review, coordinate, synchronize and approve system changes

e Ensure Direct Communications Link cyber compliance

e Promote the efficient operation of cross-functional and cross-organizational
business processes

1.3 Scope

The DLC CCB operates under the authority and in support of the Army Chief Information
Officer/G-6 (CIO/G-6) and the Defense Information Systems Agency (DISA) for support
of Communications With Other Nations (CWON) Systems. The approving authority for
the CCB Charter is the Army CIO/G-6. The CCB determines DCL future capability
development and prioritizes, approves, plans and integrates requests for change into the
current and future systems throughout the life cycle and ensures all efforts are
coordinated with the National Leadership Command Capability (NLCC) Executive
Management Board (EMB). The CCB represents the interests of all stakeholders of the
DCL systems and/or may be affected by changes to the DCL configuration item (CI)
baselines.

The scope of the CCB activities include:

e |IT engineering in support of the DCL

e Review and evaluation of proposed DCL lifecycle upgrades and design solutions

e Activities and engineering related to Cyber, NetOps, networks, operations
management and defense of the DCL systems and services

e Development, oversight and maintenance of policies, standards and procedures
for the use of the DCL

e Determination of whether projects and plans align and comply with the published
IT standards and policies

e Determination to include or exclude new technologies and services into the DCL
infrastructure
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e Support the development and management of DCL technical architecture
blueprints and standards

e Architecture technical compliance reviews

e Recommendations to the Enterprise Authorizing Official

2.0 Membership

The DCL CCB is comprised of voting members and non-voting members. Voting
members represent the community’s interests in the following areas; Policy; Planning,
Programming and Budget; Technical and Engineering; Operations and Maintenance.
Non-voting members of the CCB represent the other Federal Agencies and User
Communities that provide information and assistance to the CCB. The Director,
Networks, Systems & Services Directorate, Army CIO/G-6 has been designated as the
CCB Chair. The DISA Communications With Other Nations (CWON) Program Manager
is designated as the CCB Deputy Chair. Voting members must be empowered by their
organizations, by memorandum, with the authority to make decisions on all matters
coming before the CCB.

All voting members of the CCB are expected to be present for all CCB meetings.
Geographically dispersed members may participated by video teleconference or
telephone. Voting members, with the prior approval of the CCB Chair, may designate, by
memorandum, an alternate representative in those instances when the primary

representative is not available. A quorum necessary for conducting CCB functions is
reached when 80% of the voting members are represented at the meeting.

2.1 Chair
Director, Networks, Services & Strategy, Directorate, CIO/G-6.
2.2 Deputy
Program Manager, Communications With Other Nations (CWON), DISA.
2.3 Secretary
Civilian Deputy to the Commander, 21st Signal Brigade, Fort Detrick, Maryland.
2.4 Membership

2.4.1 Voting Members

Representatives for the following agencies/organizations constitute the voting members
of the DCL CCB.

e Army CIO/G-6, Director, Networks, Services & Strategy, Directorate, CIO/G-6,
CCB Chair
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Program Manager, Communications With Other Nations (CWON), DISA, Deputy
Chair

Civilian Deputy to the Commander, 21st Signal Brigade, Secretary

Army Project Manager Defense Communications and Army Transmission System
(PM DCATS), CCB Member, Programming and Budget

Army Information Systems Engineering Command (ISEC), CCB Member,
Technical and Engineering

Army Network Enterprise Technology Command (NETCOM) Assistant Chief of
Staff (ACofS) G-3/5/7, CCB Member, Operations and Maintenance

2.4.2 Non-voting Members

All non-voting members may participate in the CCB at their discretion. Information
presented by the non-voting members will be considered by the CCB prior to final
decisions.

Representatives from the following agencies/organizations constitute the non-voting
members of the DCL CCB.

3.0

Chief, Washington-Moscow Direct Communications Link (MOLINK), J3, Joint Staff
Staff Director, Department of State Bureau of Arms Control, Verification, and
Compliance (AVC) Nuclear Risk Reduction Center (NRRC)

NRRC Branch, Department of State Information Resource Management (IRM)
Telecommunications Division, DISA White House Communications Agency
(WHCA)

Information Assurance Manager, CWON, DISA

Duties of the Board Members

3.1 The Chair

Direct all CCB activities

Call and chair (i.e., lead) CCB meetings

Assign actions and tasks

Establish subordinate tiger teams and integrated process teams (IPTs) as needed
Approve agendas and minutes

Ensure dissemination and coordination of information to all appropriate
stakeholders

Identify, prioritize and approve initiatives and decisions for submission to the CCB
Resolve other issues as required

3.2 The Deputy

Support the Chair and act as the Chair in his absence
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e Coordinate and synchronize member activities in support of the objectives and
scope of the CCB

e Be the initial focal point for resolution of engineering related issues that arise

e Provide advice and counsel to the Chair on Board matters

e Disseminate specific requirements for data and other actions on behalf of the
Board

e Structure issues and ensure proper representation on items before the Board

e Monitor and track follow-on actions taken to ensure that decisions reached and
assignments made by the Board Chair/Board are implemented properly

e Support and coordinate the activities of the Board’s subordinate bodies

3.3 The Secretary

Publish agendas, coordinate and schedule meetings at the Chair’s direction

Facilitate the Chair and Deputy to coordinate activities during actual meetings

Develop and publish the official minutes, resolutions and actions of the CCB

Ensure all security rules and regulations regarding classified meetings and

documents are followed

e Assemble, prepare and distribute material on matters under consideration by the
Board at least three working days in advance

e Maintain collaboration sites, minutes, agendas, wikis, blogs and knowledge
centers

e Compile and maintain contact lists for the Board members, their coordinating staffs

and any subordinate bodies

3.4 CCB Members

e Represent organizational positions on CCB issues

e Sponsor items and issues for meetings, including preparation of position papers,
read-ahead materials and presentation of briefings

e |dentify and nominate agenda items and issues to the Chair for consideration

e Ensure dissemination and coordination of CCB information to all appropriate
organizational stakeholders and staffs working source material (e.g., technical
documents) as necessary to ensure open collaboration

e Convey and support CCB positions and decisions to their organizations

e Execute actions and tasks as directed by the Chair

e Ensure member organizations are represented on appropriate CCB subordinate
bodies, e.g., Tiger Teams

e Designate an alternate CCB representative responsible for attending meetings in
the absence of the principal representative

e Designate members and subject matter experts for standing and ad-hoc working
groups

e Review minutes
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4.0 Subordinate Bodies

Tiger Teams and IPTs are organized and participate as needed within the CCB.

The Purpose of the Tiger Team/IPT is to act as an SME group to facilitate senior level
decision-making to this end:

1. Provide advice to the CCB to help make presentations more concise, accurate
and understandable.

2. ldentify potential conflicts and work to obtain resolution at the lowest level.

3. Champion CCB issues and positions within military organizations to gain
working level support.

4. Disseminate CCB information to all appropriate organizational stakeholders and
staffs working documents as necessary to ensure open collaboration.

Tiger Teams/IPTs report to the CCB. IPTs will be formed for efforts that are considered
“longer term” in nature, e.g., for efforts that are expected to last 6 months or longer. The
CCB will direct the creation of IPTs. The CCB will designate the leads and membership
of the IPT, following the guidance given by the CCB.

Tiger Teams will be formed for efforts that are considered “shorter term” in nature, e.g.,
for efforts that are expected to last less than 6 months. Tiger Teams will normally support
and report to IPT leads.

5.0 Operating Procedures

5.1 Leadership
The DCL CCB will meet quarterly or at the call of the CCB Chair. The DCL CCB will
establish a configuration management (CM) plan that documents all CM roles,
responsibilities and procedures for implementation of CCB approved Engineering
Requests (ERs) and Engineering Change Proposals (ECPs).

The CCB Chair, with support from the CCB secretary, will:

e Establish and maintain the DCL CCB portal site that will be used to disseminate
and collect CCB information and data.

e Schedule CCB meetings and locations.

e Publish meeting agendas.

e Provide advance status on ERs, ECPs, Schedule Releases, and Independent
Verification and Validation (IV&V) activities and other items to be addressed by the
CCB no later than three weeks prior to a scheduled CCB meeting.

8
Direct Communications Link Configuration Control Board Charter DRAFT Version 1



DRAFT

Request CCB voting members review the advance information and formulate a
vote on CCB Chair recommendations that are not anticipated to be controversial.
Conduct CCB meetings and record meeting minutes to include an annotated list
of ERs and ECPs as approved, rejected, or deferred.

Approved ERs and ECPs will be scheduled for implementation as part of the
overall DCL schedule. Deferred ERs and ECPs will be carried over to the next
CCB.

Assign action items and monitor progress to completion.

Develop and publish CCB meeting minutes to reflect the CCB discussions and
decisions.

Seek voting members’ consensus and decisions on urgent out-of-cycle ERS/ECPs
that must be addressed before the next regularly scheduled CCB meeting.

Share all approved ERs and ECPs with the National Leadership Command
Capability (NLCC) Executive Management Board (EMB).

5.2 CCB Voting Members

Represent the interests of their organization’s DCL systems role by attending CCB
meetings, voting and responding to advance status request and recommendations
from the CCB Chair.

Maintain personal contact information and provide availability for attendance at
scheduled meetings using the CCB SharePoint site. If unable to personally attend
a scheduled meeting, arrange for a qualified and empowered government
representative to attend.

Complete all assigned CCB tasks in a timely manner.

5.3 Configuration Management Subcommittee

Maintain the DCL Systems CM Plan.
Develop and publish the process for submitting DCL system ERs and ECPs in the
DCL systems portal.
Establish and maintain the DCL systems ER and ECP database that contains the
history of each DCL systems ER and ECP submitted for CCB consideration. This
will include a prioritization list of ERs and ECPS resulting from the previous DCL
systems CCB activities that includes whether the ER or ECP was approved,
rejected or deferred and if approved, the anticipated DCL systems scheduled
implementation date.
Prepare ERs and ECPs for consideration by the CCB. Seek, receive, record,
evaluate, categorize and prioritize DCL Systems ERs and ECPs from stakeholders
and users. The results of these activities are:
0 The aggregation of similar/duplicate ERs and ECPs into single ERs and
ECPs respectively and maintain an audit trail of the aggregation.
o Provide aggregated ERs and ECPs to all voting CCB Members no later than
six weeks prior to the next scheduled CCB meeting.
0 The evaluation of the proposed ERs and ECPs as to the priority of the
requested change(s), the impact on business processes and policies, and
the relationship to already approved ECPs.
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Prepare draft recommendations for ERs and ECPs to be addressed at the next
CCB meeting to the CCB Chair for release to the CCB voting members no later
than four weeks prior to the next scheduled CCB meeting.

Ensure all CCB approved ERs and ECPs are approved by the AO before
implementation.

Implement, with support from the CCB Member Technical and Engineering, the
ERs and ECPs in accordance with the CCB approved plan and schedule.

5.4 Technical and Engineering Subcommittee

Build and maintain the DCL Risk Management Framework (RMF) package and
gain approval from the Authorizing Official.

Evaluate ERs and ECPs provided by the Configuration Management
Subcommittee for technical feasibility and impact to the technical capabilities of
the DCL systems Cls.

Provide an estimate of the resources (in consistent units of measure) required to
implement ERs and ECPs across the DCL systems Cls.

Prepare draft recommendations for ERs and ECPs to be addressed at the next
CCB meeting to the CCB Chair for release to the CCB voting members no later
than four weeks prior to the next scheduled CCB meeting.

Provide support for the implement the ERs and ECPs in accordance with the CCB
approved plan and schedule.

5.5 Operations and Maintenance Subcommittee

6.0

Provide documentation and artifacts to the Technical and Engineering
Subcommittee for the Risk Management Framework package.

Evaluate ERs and ECPs provided by the CCB Member, Planning, Programming
and Budget for supportability by assigned operation and maintenance units and
impact to the supportability of all DCL systems Cls.

An estimate of the additional resources (in consistent units of measure) required
to operate and maintain all DCL systems ClIs due to the ERs and ECPs.

Prepare draft recommendations for ERs and ECPs to be addressed at the next
CCB meeting to the CCB Chair for release to the CCB voting members no later
than four weeks prior to the next scheduled CCB meeting.

Provide support for the implementation of ERs and ECPs in accordance with the
CCB approved plan and schedule

Decision Making Process, Communicating, Revisions &

Authorizations

6.1 Decision Making Process

Each CCB voting member will present their evaluation of the proposed ERs and
ECPs.

CCB non-voting members may present additional information for each of the ERs
and ECPs to the CCB.
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e The CCB chair will call for a vote on each ER and ECP.

e An affirmative vote by the majority of voting members participating in the CCB
meeting will be required to approve DCL systems ERs or ECPs.

e |If an ER or ECP requires an urgent out-of-cycle decision that must be addressed
before the next regularly scheduled CCB meeting, the CCB Chair may contact the
individual CCB voting members to solicit their vote individually immediately. Any
ER or ECP approved by such a vote must be re-approved at the next official CCB
meeting.

e All CCB voting members present at the CCB will sign the annotated list of ERs and
ECPs affirming the votes for each ERs or ECPs as approved, rejected or deferred.

e The CCB will assign as an action item responsibility for implementation of each
approved ER or ECP to the Configuration Management Subcommittee.

e Other CCB voting members may be assigned action items to support the
Configuration Management Subcommittee with implementation of any approved
ERs or ECPs.

6.2 Communications

e The Configuration Management Subcommittee will post all ER or ECP CCB
decisions to the DCL systems portal site.

e The Configuration Management Subcommittee will inform the individual submitting
agency’s point of contact for each ER or ECP submission of the CCB’s decision
on the ER or ECP in writing.

e Each CCB voting member will provide advance status on ongoing ERs, ECPs,
Schedule Releases, and action items to the CCB Chair bi-weekly.

6.3 Revisions
This is the original version of the DCL systems CCB Charter.

6.4 Authorization

The Director, Networks, Services & Strategy, Directorate, CIO/G-6 approve this charter
effective dd mmm yy.
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DEPARTMENT OF THE ARMY
US ARMY SIGNAL ACTIVITY - FORT DETRICK
1678 NELSON STREET
FORT DETRICK, MO 21702-5002

NETC-SYD-A 02 April 2020

MEMORANDUM FOR RECORD

SUBJECT: Fire Detection and Suppression Site Survey Inspection

1. The Detrick Earth Station (DES), 1650 Porter Street, Fort Detrick, MD 21702, will
undergo a Fire Delection and Suppression Site Survey Inspection by the Fort Detrick
Fire Department and Baltimore Fire Protection Equipment (BFPE) on 06 Apnl 2020.

2. The inspection will be conducted by the Fort Detrick Fire Department Assistant Fire

Chief — Prevention, || . =< V. [ cf EFPE. The survey will

determine if the fire detection system mitigates the requirement for a fire suppression
system,

3. PoOC is the undersigned; |G 2 ! (301) 619-3604

CXO0. USASA-DET










TAB S






TAB T












Department of the Army
ClO/G-6

Direct Communications Link
Configuration Control Board Charter

“Peace Through Reliable Communications”

May 2020




DRAFT

Table of Contents

1.0 Authorities, ODbjectives and SCOPE.........cuueiiiiiiiiiiiiiiiiiiieeeeieeeeeeeeeeeee e eeeeeeeeeeees 3
00 R N E |1 (o 1= PP PPPPPPPPP 3
00 000 O 1 I T 3
.12 NSD-30T . i 3
L.1.3  ASD Gl ———- 3
L.14  ASD NIl 3
1.1.5 DODD 8000.01 .....iiiiieeieeeeeeeee e 4
L.1.6 AR 250 i 4

1.2 ODJECHVES ...ttt sttt e s e e e e e s eennenn e 4
G T o o] oL PP 4
2.0 MEIMDEISNID . s 5
2.0 CRAIN e, 5
2.2 DBPULY ..ttt e e e s 5
PG B S 1< Tod (] - Y PP 5
2.4 MEMDEISNIP oo 5
2.4.1  VOUNG MEMDEIS ...uuiiiii et e e e e e e e e e e eeaees 5
2.4.2  NON-VOUNG MEMDEIS ..ottt eeeeeees 6

3.0 Duties of the Board MEMDErS..........uuu e 6
200 R I 0T 4 - | TR 6
3.2 THE DEPULY....uii ettt e e e e e e e e e e e e e e e 6
3.3 TNE SECIEIANY ... 7
3.4 CCB MEMDEIS.. .o, 7
O I U oTo] o [ g =Y (=20 = To o | =T SR 8
5.0 Operating PrOCEAUIES .........uiiiii et e e e e e e e e e e e e e e e as 8
5.1 LeAURISNID co oo 8
5.2 CCB VOtNG MEMDEIS ....uuiiiieeeieeeei et e e e e e 9
5.3 Configuration Management Subcommittee .............ccoei 9
5.4 Technical and Engineering SUbCOMMIttEE ..........ccoeeiieiiiiiiiiiiiiiee e 10
5.5 Operations and Maintenance SUbCOMMITEE .........ccccevrviieiiiiiiiiiee e 10
6.0 Decision Making Process, Communicating, Revisions & Authorizations............. 10
6.1 DeciSioN MaKiNg PrOCESS ... 10
6.2 COMMUNICALIONS ... s 11
6.3 REVISIONS. ..ottt e et e e e e e e e e e e e e et aaeaeaeeanannns 11
6.4 AULNOTIZALION ... 11

2

Direct Communications Link Configuration Control Board Charter DRAFT Version 1



DRAFT

Charter, Direct Communications Link
Configuration Control Board

1.0 Authorities, Objectives and Scope

The Direct Communications Link (DCL) Configuration Control Board (CCB) is chartered
through the Army Chief Information Officer (CIO)/G-6 to successfully identify engineering
plans, configuration standards and designs, and implementations that support operational
requirements for the DCL. The CCB will work to ensure interoperability and
synchronization between all stakeholders.

This charter establishes the Army DCL CCB and assigns responsibilities for establishing
and maintaining of technical and functional baselines for the system. The Army DCL CCB
will operate in an integrated and disciplined manner to provide a structured and
streamlined control process for managing the assigned products and services throughout
their intended life cycle. Life cycle configuration management through the CCB ensures
that all changes are visible, that any potential safety, security and operational impacts are
properly addressed, and that technical and programmatic direction across the DCL
system'’s products, services and interfaces are consistent.

1.1 Authorities

1.1.1 USD C4l

Under Secretary of Defense for Command, Control, Communications and Intelligence
Memorandum Subject: Upgrade to the US/USSR Direct Communications Link (DCL)
dated 14 March 1984 designated the Army as Lead Military Department for the DCL.

1.1.2 NSD-301

National Security Directive — 301 (NSD-301), dated February 1988, assigned life cycle
support responsibility, on a reimbursable basis, to the Department of the Army for the
Nuclear Risk Reduction Center (NRRC) program.

1.1.3 ASDC41

Assistant Secretary of Defense for Command, Control, Communications and Intelligence
Memorandum Subject: Designation of Army as Lead Military Department (LMD) for the
Direct Communications Link (DCL), the Continuous Communications Link (CCL) and the
Government to Government Communications Links (GGCLs) dated 28 July 2000
reaffirmed the Army’s designation as LMD for the DCL, CCL and GGCLs.

1.1.4 ASD NII

Assistant Secretary of Defense for Networks and Information Integrations / DoD Chief
Information Officer (ASD(NII)/DoD CIO) Memorandum Subject: Communications With
Other Nations (CWON) dated 28 April 2009 established the National Leadership
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Command Capability (NLCC) Executive Management Board (EMB) to coordinate CWON
issues.

1.1.5 DODD 8000.01

Department of Defense Directive 8000.01, Management of the Department of Defense
Information Enterprise (DoD IE), dated 27 July 2017.

1.1.6 AR 25-1

Army Regulation 25-1 Information Management, Army Information Technology, dated 15
July 2019.

1.2 Obijectives

e Serve as the focal point for Direct Communications Link activities

¢ Review, coordinate, synchronize and approve system changes

e Ensure Direct Communications Link cyber compliance

e Promote the efficient operation of cross-functional and cross-organizational
business processes

1.3 Scope

The DLC CCB operates under the authority and in support of the Army Chief Information
Officer/G-6 (CIO/G-6) and the Defense Information Systems Agency (DISA) for support
of Communications With Other Nations (CWON) Systems. The approving authority for
the CCB Charter is the Army CIO/G-6. The CCB determines DCL future capability
development and prioritizes, approves, plans and integrates requests for change into the
current and future systems throughout the life cycle and ensures all efforts are
coordinated with the National Leadership Command Capability (NLCC) Executive
Management Board (EMB). The CCB represents the interests of all stakeholders of the
DCL systems and/or may be affected by changes to the DCL configuration item (CI)
baselines.

The scope of the CCB activities include:

e |IT engineering in support of the DCL

e Review and evaluation of proposed DCL lifecycle upgrades and design solutions

e Activities and engineering related to Cyber, NetOps, networks, operations
management and defense of the DCL systems and services

e Development, oversight and maintenance of policies, standards and procedures
for the use of the DCL

e Determination of whether projects and plans align and comply with the published
IT standards and policies

e Determination to include or exclude new technologies and services into the DCL
infrastructure
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e Support the development and management of DCL technical architecture
blueprints and standards

e Architecture technical compliance reviews

e Recommendations to the Enterprise Authorizing Official

2.0 Membership

The DCL CCB is comprised of voting members and non-voting members. Voting
members represent the community’s interests in the following areas; Policy; Planning,
Programming and Budget; Technical and Engineering; Operations and Maintenance.
Non-voting members of the CCB represent the other Federal Agencies and User
Communities that provide information and assistance to the CCB. The Director,
Networks, Systems & Services Directorate, Army CIO/G-6 has been designated as the
CCB Chair. The DISA Communications With Other Nations (CWON) Program Manager
is designated as the CCB Deputy Chair. Voting members must be empowered by their
organizations, by memorandum, with the authority to make decisions on all matters
coming before the CCB.

All voting members of the CCB are expected to be present for all CCB meetings.
Geographically dispersed members may participated by video teleconference or
telephone. Voting members, with the prior approval of the CCB Chair, may designate, by
memorandum, an alternate representative in those instances when the primary

representative is not available. A quorum necessary for conducting CCB functions is
reached when 80% of the voting members are represented at the meeting.

2.1 Chair
Director, Networks, Services & Strategy, Directorate, CIO/G-6.
2.2 Deputy
Program Manager, Communications With Other Nations (CWON), DISA.
2.3 Secretary
Civilian Deputy to the Commander, 21st Signal Brigade, Fort Detrick, Maryland.
2.4 Membership

2.4.1 Voting Members

Representatives for the following agencies/organizations constitute the voting members
of the DCL CCB.

e Army CIO/G-6, Director, Networks, Services & Strategy, Directorate, CIO/G-6,
CCB Chair
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Program Manager, Communications With Other Nations (CWON), DISA, Deputy
Chair

Civilian Deputy to the Commander, 21st Signal Brigade, Secretary

Army Project Manager Defense Communications and Army Transmission System
(PM DCATS), CCB Member, Programming and Budget

Army Information Systems Engineering Command (ISEC), CCB Member,
Technical and Engineering

Army Network Enterprise Technology Command (NETCOM) Assistant Chief of
Staff (ACofS) G-3/5/7, CCB Member, Operations and Maintenance

2.4.2 Non-voting Members

All non-voting members may participate in the CCB at their discretion. Information
presented by the non-voting members will be considered by the CCB prior to final
decisions.

Representatives from the following agencies/organizations constitute the non-voting
members of the DCL CCB.

3.0

Chief, Washington-Moscow Direct Communications Link (MOLINK), J3, Joint Staff
Staff Director, Department of State Bureau of Arms Control, Verification, and
Compliance (AVC) Nuclear Risk Reduction Center (NRRC)

NRRC Branch, Department of State Information Resource Management (IRM)
Telecommunications Division, DISA White House Communications Agency
(WHCA)

Information Assurance Manager, CWON, DISA

Duties of the Board Members

3.1 The Chair

Direct all CCB activities

Call and chair (i.e., lead) CCB meetings

Assign actions and tasks

Establish subordinate tiger teams and integrated process teams (IPTs) as needed
Approve agendas and minutes

Ensure dissemination and coordination of information to all appropriate
stakeholders

Identify, prioritize and approve initiatives and decisions for submission to the CCB
Resolve other issues as required

3.2 The Deputy

Support the Chair and act as the Chair in his absence
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e Coordinate and synchronize member activities in support of the objectives and
scope of the CCB

e Be the initial focal point for resolution of engineering related issues that arise

e Provide advice and counsel to the Chair on Board matters

e Disseminate specific requirements for data and other actions on behalf of the
Board

e Structure issues and ensure proper representation on items before the Board

e Monitor and track follow-on actions taken to ensure that decisions reached and
assignments made by the Board Chair/Board are implemented properly

e Support and coordinate the activities of the Board’s subordinate bodies

3.3 The Secretary

Publish agendas, coordinate and schedule meetings at the Chair’s direction

Facilitate the Chair and Deputy to coordinate activities during actual meetings

Develop and publish the official minutes, resolutions and actions of the CCB

Ensure all security rules and regulations regarding classified meetings and

documents are followed

e Assemble, prepare and distribute material on matters under consideration by the
Board at least three working days in advance

e Maintain collaboration sites, minutes, agendas, wikis, blogs and knowledge
centers

e Compile and maintain contact lists for the Board members, their coordinating staffs

and any subordinate bodies

3.4 CCB Members

e Represent organizational positions on CCB issues

e Sponsor items and issues for meetings, including preparation of position papers,
read-ahead materials and presentation of briefings

e |dentify and nominate agenda items and issues to the Chair for consideration

e Ensure dissemination and coordination of CCB information to all appropriate
organizational stakeholders and staffs working source material (e.g., technical
documents) as necessary to ensure open collaboration

e Convey and support CCB positions and decisions to their organizations

e Execute actions and tasks as directed by the Chair

e Ensure member organizations are represented on appropriate CCB subordinate
bodies, e.g., Tiger Teams

e Designate an alternate CCB representative responsible for attending meetings in
the absence of the principal representative

e Designate members and subject matter experts for standing and ad-hoc working
groups

e Review minutes
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4.0 Subordinate Bodies

Tiger Teams and IPTs are organized and participate as needed within the CCB.

The Purpose of the Tiger Team/IPT is to act as an SME group to facilitate senior level
decision-making to this end:

1. Provide advice to the CCB to help make presentations more concise, accurate
and understandable.

2. ldentify potential conflicts and work to obtain resolution at the lowest level.

3. Champion CCB issues and positions within military organizations to gain
working level support.

4. Disseminate CCB information to all appropriate organizational stakeholders and
staffs working documents as necessary to ensure open collaboration.

Tiger Teams/IPTs report to the CCB. IPTs will be formed for efforts that are considered
“longer term” in nature, e.g., for efforts that are expected to last 6 months or longer. The
CCB will direct the creation of IPTs. The CCB will designate the leads and membership
of the IPT, following the guidance given by the CCB.

Tiger Teams will be formed for efforts that are considered “shorter term” in nature, e.g.,
for efforts that are expected to last less than 6 months. Tiger Teams will normally support
and report to IPT leads.

5.0 Operating Procedures

5.1 Leadership
The DCL CCB will meet quarterly or at the call of the CCB Chair. The DCL CCB will
establish a configuration management (CM) plan that documents all CM roles,
responsibilities and procedures for implementation of CCB approved Engineering
Requests (ERs) and Engineering Change Proposals (ECPs).

The CCB Chair, with support from the CCB secretary, will:

e Establish and maintain the DCL CCB portal site that will be used to disseminate
and collect CCB information and data.

e Schedule CCB meetings and locations.

e Publish meeting agendas.

e Provide advance status on ERs, ECPs, Schedule Releases, and Independent
Verification and Validation (IV&V) activities and other items to be addressed by the
CCB no later than three weeks prior to a scheduled CCB meeting.
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Request CCB voting members review the advance information and formulate a
vote on CCB Chair recommendations that are not anticipated to be controversial.
Conduct CCB meetings and record meeting minutes to include an annotated list
of ERs and ECPs as approved, rejected, or deferred.

Approved ERs and ECPs will be scheduled for implementation as part of the
overall DCL schedule. Deferred ERs and ECPs will be carried over to the next
CCB.

Assign action items and monitor progress to completion.

Develop and publish CCB meeting minutes to reflect the CCB discussions and
decisions.

Seek voting members’ consensus and decisions on urgent out-of-cycle ERS/ECPs
that must be addressed before the next regularly scheduled CCB meeting.

Share all approved ERs and ECPs with the National Leadership Command
Capability (NLCC) Executive Management Board (EMB).

5.2 CCB Voting Members

Represent the interests of their organization’s DCL systems role by attending CCB
meetings, voting and responding to advance status request and recommendations
from the CCB Chair.

Maintain personal contact information and provide availability for attendance at
scheduled meetings using the CCB SharePoint site. If unable to personally attend
a scheduled meeting, arrange for a qualified and empowered government
representative to attend.

Complete all assigned CCB tasks in a timely manner.

5.3 Configuration Management Subcommittee

Maintain the DCL Systems CM Plan.
Develop and publish the process for submitting DCL system ERs and ECPs in the
DCL systems portal.
Establish and maintain the DCL systems ER and ECP database that contains the
history of each DCL systems ER and ECP submitted for CCB consideration. This
will include a prioritization list of ERs and ECPS resulting from the previous DCL
systems CCB activities that includes whether the ER or ECP was approved,
rejected or deferred and if approved, the anticipated DCL systems scheduled
implementation date.
Prepare ERs and ECPs for consideration by the CCB. Seek, receive, record,
evaluate, categorize and prioritize DCL Systems ERs and ECPs from stakeholders
and users. The results of these activities are:
0 The aggregation of similar/duplicate ERs and ECPs into single ERs and
ECPs respectively and maintain an audit trail of the aggregation.
o Provide aggregated ERs and ECPs to all voting CCB Members no later than
six weeks prior to the next scheduled CCB meeting.
0 The evaluation of the proposed ERs and ECPs as to the priority of the
requested change(s), the impact on business processes and policies, and
the relationship to already approved ECPs.
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Prepare draft recommendations for ERs and ECPs to be addressed at the next
CCB meeting to the CCB Chair for release to the CCB voting members no later
than four weeks prior to the next scheduled CCB meeting.

Ensure all CCB approved ERs and ECPs are approved by the AO before
implementation.

Implement, with support from the CCB Member Technical and Engineering, the
ERs and ECPs in accordance with the CCB approved plan and schedule.

5.4 Technical and Engineering Subcommittee

Build and maintain the DCL Risk Management Framework (RMF) package and
gain approval from the Authorizing Official.

Evaluate ERs and ECPs provided by the Configuration Management
Subcommittee for technical feasibility and impact to the technical capabilities of
the DCL systems Cls.

Provide an estimate of the resources (in consistent units of measure) required to
implement ERs and ECPs across the DCL systems Cls.

Prepare draft recommendations for ERs and ECPs to be addressed at the next
CCB meeting to the CCB Chair for release to the CCB voting members no later
than four weeks prior to the next scheduled CCB meeting.

Provide support for the implement the ERs and ECPs in accordance with the CCB
approved plan and schedule.

5.5 Operations and Maintenance Subcommittee

6.0

Provide documentation and artifacts to the Technical and Engineering
Subcommittee for the Risk Management Framework package.

Evaluate ERs and ECPs provided by the CCB Member, Planning, Programming
and Budget for supportability by assigned operation and maintenance units and
impact to the supportability of all DCL systems Cls.

An estimate of the additional resources (in consistent units of measure) required
to operate and maintain all DCL systems ClIs due to the ERs and ECPs.

Prepare draft recommendations for ERs and ECPs to be addressed at the next
CCB meeting to the CCB Chair for release to the CCB voting members no later
than four weeks prior to the next scheduled CCB meeting.

Provide support for the implementation of ERs and ECPs in accordance with the
CCB approved plan and schedule

Decision Making Process, Communicating, Revisions &

Authorizations

6.1 Decision Making Process

Each CCB voting member will present their evaluation of the proposed ERs and
ECPs.

CCB non-voting members may present additional information for each of the ERs
and ECPs to the CCB.
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e The CCB chair will call for a vote on each ER and ECP.

e An affirmative vote by the majority of voting members participating in the CCB
meeting will be required to approve DCL systems ERs or ECPs.

e |If an ER or ECP requires an urgent out-of-cycle decision that must be addressed
before the next regularly scheduled CCB meeting, the CCB Chair may contact the
individual CCB voting members to solicit their vote individually immediately. Any
ER or ECP approved by such a vote must be re-approved at the next official CCB
meeting.

e All CCB voting members present at the CCB will sign the annotated list of ERs and
ECPs affirming the votes for each ERs or ECPs as approved, rejected or deferred.

e The CCB will assign as an action item responsibility for implementation of each
approved ER or ECP to the Configuration Management Subcommittee.

e Other CCB voting members may be assigned action items to support the
Configuration Management Subcommittee with implementation of any approved
ERs or ECPs.

6.2 Communications

e The Configuration Management Subcommittee will post all ER or ECP CCB
decisions to the DCL systems portal site.

e The Configuration Management Subcommittee will inform the individual submitting
agency’s point of contact for each ER or ECP submission of the CCB’s decision
on the ER or ECP in writing.

e Each CCB voting member will provide advance status on ongoing ERs, ECPs,
Schedule Releases, and action items to the CCB Chair bi-weekly.

6.3 Revisions
This is the original version of the DCL systems CCB Charter.

6.4 Authorization

The Director, Networks, Services & Strategy, Directorate, CIO/G-6 approve this charter
effective dd mmm yy.
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Fort Detrick Fire and Emergency Services
1419 Sultan Drive

Fort Detrick, MD 21702-5000
Phone 301-619-2528
Fax 301-619-2163

Date: 4/13/2020

Mr.

CXO, ignal Co.
USAG/Ft. Detrick

e

| am writing this in response to your questions regarding Building 1650 and whether it is in compliance with all
the applicable codes and standards related 1o fireé and life safety.

As you are aware back in 2015 it was identified that the facility in question did in fact lack the appropniate level
of fire detection, however we were able to get this deficiency corrected utilizing the DPW/installation Fire
Protection Maintenance Contract and installed a state of the art, fully addressable fire alarm system and later
we were able to provide detection in the foreign equipment sheds to provide supervision of those assets as
well.

In regards to your question on fire suppression and that facilities lack thereof. while it would be recommended
to Install a wet sprinkler system and supplemental clean agent system in this faciiity, it 1S not required by the
applicable regulations or codes based on the date of the facilities construction, and it would only become a
requirement if at any time the facility was renovated and those costs of the renovation exceeded 50% of the
original construction cost

In regards to fire & life safety compliance of the remainder of the facility. This building Is In compliance with all
DoD & Army reguiations as well as any and all applicable NFPA codes and standards for an existing business
occupancy such as this.

if you have any further questions or if | can be assistance in any other way please do not hesitate to contact
me.

!su!anl !lre !!ef - Prevention

Ft. Detrick/Forest Glen Fire & Emergency Services



Fort Detrick Fire and Emergency Services
1419 Sultan Drive

Fort Detrick, MD 21702-5000
Phone 301-619-2528
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DEPARTMENT OF THE ARMY
US ARMY SIGNAL ACTIVITY - FORT DETRICK
1678 NELSON STREET
FORT DETRICK, MD 21702-5002

-
ATV -

NETC-SYD-A 02 April 2020

MEMORANDUM FOR RECORD

SUBJECT: Fire Detection and Suppression Site Survey Inspection

1. The Detrick Earth Station (DES), 1650 Porter Street, Fort Detrick, MD 21702, will
undergo a Fire Delection and Suppression Site Survey Inspection by the Fort Detrick
Fire Departiment and Baltimore Fire Protection Equipment (BFPE) on 06 April 2020.

2. The inspection will be conducted by the Fort Detrick Fire Department Assistant Fire
Chief — Prevention, Michael Custer, and Mr. |l of BFPE. The survey will
determine if the fire detection system mitigates the requirement for a fire suppression

system.

3. POC Is the undersigned NG (301) 619-3604

- e
E——

CXO0. USASA-DET



DEPARTMENT OF THE ARMY
21ST SIGNAL BRIGADE
1435 PORTER STREET
FORT DETRICK MD 21702-5048

Agenda
Direct Communications Link Configuration Control Board Meeting
Thursday, 21 May, 1030 Eastern

Teleconference Bridge

DSN (312)_, COMM (301) 909-7351, Access Code_
Documents; DCL CCB Team General Channel

Host: Network, Services & Strategy Directorate, CIO/G-6
Alternate Host: Civilian Deputy Brigade Commander, 21st Signal Brigade

1030 Roll Call

Introductions, Membership, & Background - Host & Milani
Charter Discussion - Milani

Battle Rhythm Discussion - Milani

Due Outs from September Meeting - Milan|

Open Discussion - All

Recap, action item review - Milani

R

1200 Adjourn

I = DGA MOLINK 18EC Wirte Jlone

L%, OO

150 U DCATE DS WESS

“Peace Through Reliable Communications”



TAB U



SAIS-AONS [tentative publication date: 7 June 2012]

MEMORANDUM FOR DISTRIBUTION

SUBJECT: Minutes of the Direct Communications Link (DCL) Configuration Control Board
(CCB) Meeting, 22 May 2012

1. Purpose. This document conveys the discussion points, recommendations, and decisions of
the DCL CCB meeting held in Pentagon room 3E609 from 1300-1500 on 22 May 2012.

2. Participants. See list at Enclosure 1.
3. Discussion points.

a. Mr. |l Director of the LandwarNet Network Integration Division in Army
CIO/G6, welcomed and thanked the attendants for their participation and for the ongoing mission
accomplishment of their respective roles. Many offices are constantly engaged in their
designated actions for management, support, and analysis of the DCL and other components of
the Senior National Leader Communications (SNLC) networks. However, recent developments
and the potential for a significant update in the network architecture make it necessary to bring
several actions to higher levels of management for their attention and consideration.

b. Mr. |} from Army C10/G6 provided an overview of the history of DCL systems and
responsibilities. He also conveyed the results of research into the primary source documents for
these systems. The primary references include Presidential Decision Directives (PDDs),
National Security Council (NSC) documents, DOD policies, and Army implementation
guidance. Although these directives give authority and direction for each respective office to
proceed with its particular responsibilities, there are key areas where the documentation is no
longer up to date with regard to the US and international political environment; the leadership
structure of the US customers and responsible organizations; and the range of technology in
commercial and military networks. Mr.- identified three “lanes” of management and
coordination, each with its particular issues and challenges: Requirements, Governance, and
Implementation. The paragraphs below provide the current status, challenges, and way ahead for
each management lane.

4. Requirements.

(1) Current status. Approximately 10 distinct source documents cover the national-level
requirements for the DCL and associated systems. Between Dec 2011 and May 2012, Mr.
ﬁ circulated a summarized list of these documents and their key provisions, using the
SIPRNET because many of the files are classified.
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(2) Challenges. The key challenges in this management lane include growth in end-user
features that are not clearly assigned by national-level guidance. In recent years, several
implementing organizations have included and/or considered enhancements that go beyond the
core designated systems and capabilities expressed in the core PDD and NSC documentation.
According to several source documents, any such changes should come to the Standing
Subcommittee on Upgrades (SSU) for decisions, yet the SSU has not met since the 1990s. Also
in the requirements lane, the classification markings on several source documents are out of date.
Some elements of information are classified in US directives, apparently to preserve the range of
options for US decision makers, and yet many of these elements of information have been made
public through official announcements and international agreements.

(3) Discussion and way ahead. Mr. |Jffrecommended that the CCB should frame
specific recommendations on updates to the governing documents, to bring them up to date with
actual developments in the DCL systems. Mr. - from the 21% Signal Brigade recommended
that the CCB should establish an ad-hoc working group to reexamine the source documents and
develop specific recommendations on downgrading the classification levels and/or restrictions on
distribution of the contents. The CCB agreed to this recommendation, and identified the
ClO/G6, Information Technology Agency (ITA), 21% Signal Brigade, and DISA SNLC offices
as the members of this group. The group will strive to develop a coordinated set of
recommendations for presentation to a subsequent CCB meeting within 3 months.

5. Governance.

(1) Current status. Many directives address particular sub-groups of activity and sub-
sections of the overall DCL network. Each respective organization has its own chain of
command and its own resourcing channels for DCL-related missions. Under the CCB charter,
the Engineering Working Group (EWG) is a functioning, viable group that meets at least twice
each year with all US participants. The EWG also arranges for discussions with international
counterparts when needed. The State Department oversees and manages the annual Technical
Experts Working Group of key leaders from the US, Russia, and other partner countries.
However, as noted above, the SSU is not currently an active group, and the Software Working
Group (SWG) under the CCB has not held any structured events in many years. There are at
least 4 different resource portfolios within the Army supporting elements of the DCL
architecture.

(2) Challenges. The DCL charter was last circulated in 2008. It is out of date with regard
to several participating organizations. In the absence of active engagement of the SSU, the CCB
is not tied in with a higher-level group for guidance and approval. There is not a single or central
office with oversight of all portfolio/investment considerations for the DCL. When more than
one capability goes over a given US terrestrial circuit, it is difficult to reach consensus on
improvements or termination of provisions that might be ineffective or unnecessary. Some of
the guiding documents make it difficult to involve all affected parties, especially in the case of
NSC directives. For activities that are part of the core responsibility of organizations represented

2
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at the CCB, there are documented restrictions that forbid further dissemination of the directives
without authority from the Chairman of the Joint Chiefs of Staff and/or the NSC itself.

(3) Discussion and way ahead. Mr. |Jj suggested that the CCB should investigate the
pros and cons of leveraging the oversight group of the DOD CIO National Leadership Command
Capabilities (NLCC) Executive Management Board. The NLCC EMB oversees several active
working groups that meet regularly, use an up-to-date SharePoint portal on the SIPRNET, and
have participants from many of the same organizations that have a role in the DCL. This group
could possibly provide a SIPRNET repository for the key DCL reference documents, and mighg
help advocate for more appropriate guidelines on dissemination of NSC decisions and other
restricted material. Mr. from the DISA SNLC office presented a 2009 memorandum
from the OASD(NII) office (predecessor of the DOD CIO office) directing DISA to engage the
NLCC EMB in just such a manner. The DISA SNLC office will determine how and when to
approach the NLCC EMB to establish a productive and interactive process. All parties
recognized the need to update the CCB charter itself. The CIO/G6 office will circulate a draft
update of the CCB charter by 29 June, with a request for detailed comments and responses from
other organizations in a 45-day review period.

6. Implementation.

(1) Current status. An Information Systems Mission Order (IMSO) from US Army
Information Systems Command (USAISC) (the predecessor to the US Army Network Enterprise
Technology Command, NETCOM) covers the implementation in detail. A DCL Engineering
Modernization Plan from ITA is likewise very thorough. Even so, these documents are now
between 5 and 20 years old. Several other reference documents are on hand to guide the
implementation roles of each organization. The ISEC office has proposed a particular method
for updating the DCL network to an Internet Protocol (IP) configuration. The US and Russian
sides have discussed this concept in general terms, and the US side will seek to present the
proposal to the Russian side once it is developed further.

(2) Challenges. Various offices have different definitions and expectations for terms such
as “sustainment,” “modernization,” and so on. In recent years, offices responsible for particular
segments of the DCL system have made modifications without full agreement from other
affected parties. Leaders in any one part of the effort cannot make the best decisions if they do
not have an accurate view of activities in other parts of the network. With regard to the proposal
for IP modernization, not all offices are fully aware of the details and implications.

(3) Discussion and way ahead. Mr. [JJj presented a draft template for proposing and
tracking modifications to components of the DCL. This template is at Enclosure 2. Mr
will include this template within the updated CCB charter. Regarding the proposal for an overall
IP upgrade, the ISEC office will begin to obtain hardware materials for this design, but the US
side will conduct a more detailed review and finalize the plan before presenting it to our Russian
counterparts.
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7. Next CCB meeting. Mr. - from the 21% Signal Brigade recommended that the CCB should
meet again after a 3-month period, on account of the level of information and potential
recommendations that the group is likely to consider. Also, Mr. - offered to host the next
CCB meeting at the 21% Signal Brigade headquarters at Fort Detrick, Maryland.

8. The point of contact for this document is Mr. |||l Army c10/G6 office, (571)
256-8975, || @ us army.mil.

Chief, LandWarNet Network Integration Division
Army CI0/G6

DISTRIBUTION:

Army HQDA CI10/G6-A0lI

Army HQDA G8-FDC

Army PM DCATS / PD SCS

Army 21% Signal Brigade

Army 302d Signal Battalion

Army Information Systems Engineering Command
Secretary of Defense Communications Office
Defense Information Systems Agency
National Security Agency

White House Communications Agency

State Department

Enclosures:
1. Attendance list
2. Proposed template for DCL system modifications
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(U) ANNEX C: BLUE TEAM/STRATEGIC VULNERABILITY ASSESSMENTS
NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICES,
CYBERSECURITY DIRECTORATE, MISSION READINESS,

TERMS AND CONDITIONS

(U) Version 4.1
(U) 09 October 2019

(U) PURPOSE AND SCOPE

(U) The following service options and additional terms and conditions apply to Strategic
Vulnerability Assessments (SVA) provided by the National Security Agency/Central Security
Service’s (NSA/CSS) Mission Readiness.

(U) Providing SVA services to the undersigned entity (Customer) is subject to the Customer
agreeing and complying with the following additional terms and conditions, and requires the
Customer to send Mission Readiness a completed and signed copy of this Annex.

(U) Section Il contains a detailed description of Mission Readiness Blue Team SVA mission and
methodology.

(U) BLUE TEAM SVA REQUIREMENTS

(U//FOUOQ) During an SVA, Mission Readiness Blue Team will access the Customer’s network for the

purpose of identifying vulnerabilities and improving the overall security posture of the network against

adversarial threats, including both malicious insiders and external adversaries. The following core

conditions and assumptions are essential to enabling the Blue Team to operate at maximum
effectiveness. Constraints placed on any of the following will significantly impact the effectiveness of
the SVA mission.

(U) Customer shall provide Blue Team with Customer network topologies and diagrams; system
configuration documentation detailing internal and external network connections, enterprise-
wide services, physical hardware, etc.; and numbers and types of physical and virtual hosts and
devices. Technical details will be specified during subsequent technical scoping meetings.
(U) Customer shall provide Blue Team a list of domains, IP addresses, and/or subnets of hosts
and devices considered in-scope for the SVA.
(U) Customer shall provide Blue Team operators the following privileged credentials:

e Windows Domain Administrator credentials

e Level 15 or Administrative Access to all infrastructure devices in-scope

e Root or SUDO access to all UNIX hosts in-scope

e Additional details about the privileged credentials can be found in Section IV.
(U) Customer shall provide Blue Team full network access via physical, virtual, console, etc. to
the network, hosts, and devices to perform data collection including system logs, and applicable
host files and configurations. Blue Team will utilize proprietary collection capabilities to obtain
data by direct scanning, remote access or physical connection to hosts and devices. Blue Team
will not modify host or device configurations.
(U) Customer shall provide Blue Team access to perform network traffic data collection.
Network traffic collection may include sensor placement at all key nodes to optimize analysis.
Blue Team will work with the Customer’s network engineers to determine optimal placement of

UNCLASSIFIED//FOR OFFICIAL USE ONLY



UNCLASSIFIED//FOR OFFICIAL USE ONLY

sensors. In the event the network topology changes, or the Blue Team identifies coverage gaps,
loss of collection quality, visibility, or connectivity, the Customer will provide timely, on-going
support to adjust sensor placement and\or configurations to establish required network
visibility. In addition, if a new key node is discovered or if the importance of the nodes changes
with on-mission discovery, the Blue Team may require adjustment of sensor placement to
ensure maximum visibility of critical system components.

6. (U) Customer shall provide Blue Team operators physical access, along with any credentials or
badges to access Customer designated working space to conduct the SVA. When possible, the
SVA should not require escorts in the Customer facility. If escorts are required, the Customer
shall notify Mission Readiness of the requirement before the SVA and the Customer shall
provide enough escorts for the entire SVA team. The Customer shall provide Blue Team
operators adequate working space, physical connections to the network, adequate network
throughput, and electrical power and connections.

7. (U) If the Blue Team is not couriering classified data back to NSA, upon completion of the SVA,
the Customer shall provide Blue Team operators an approved data destruction mechanism at
the classification level of the assessed network.

8. (U) Customer may provide, in writing, a list of IP addresses of hosts or devices that are
considered conditional, not in-scope, or off-limits. This list must also provide justification for
excluding these systems from the SVA.

9. (U) Customer may also provide, in writing, a list of high priority IP addresses that would be a
prime target for adversaries (i.e., administrator systems or hosts, senior executive’s hosts,
centralized network management systems, mission critical systems, etc.) The list should include
the IP address and reason for the high priority determination.

Il. (U) Blue Team Overview
(U) Mission

(U) The National Security Agency’s Blue Team is responsible for performing SVAs, Intrusion Detection
Analysis, and Incident Response of Customer networks. The intent of an SVA is to identify vulnerabilities
and improve the overall security posture of the network against adversarial threats, including both
malicious insiders and external adversaries.

(U) The Blue Team conducts on-site missions. Blue Team SVAs utilize Mission Readiness Intelligence and
Information Driven Operations (12DO) methodology to guide Customer selection and to aid in the
creation and adaptation of Blue Team tools, techniques and procedures. SVAs are focused on
identifying vulnerabilities to improve the overall Customer network security posture. The IDA mission is
performed in tandem with an SVA and aims to identify potential malicious activity or vulnerabilities that
may have been exploited by an adversary. While on-site, Blue Team operators collaborate with the local
network and system administrators to better understand the Customer mission as it relates to network
security, requirements, and constraints. The Blue Team receives privileged credentials from the
Customer and relies on cooperation with the Customer to collect data using Blue Team tools from the
Customer network and hosts.
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(U) Methodology

(U) During a SVA, Blue Team operators perform vulnerability and anomaly detection through data
correlation and manual analysis, and are responsible for identifying systemic and unique vulnerabilities
across the network. One of the most crucial steps to a successful Blue Team operation is verifying host
integrity, which provides assurance to the operator that data collected from the host is complete, true,
and trustworthy. Throughout the mission, Blue Team operators assess both the technical and non-
technical aspects of hosts, devices, and the overall network. Some examples of technical findings
include: verification of host integrity, checking centralized authorization implementations, cataloging of
ageing or end-of-life hosts, and the implementation of security hardening guidelines. Non-technical
findings include assessments of: the overall health and wellness of the network, the effectiveness of
defense-in-depth strategies, and the existence and usage of user procedures and documentation.
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(U) The Blue Team is not an accreditation team and does not approve or revoke network Authority to
Operate (ATO). Blue Team SVAs are not intended to ensure Customer networks will pass certification
and accreditation reviews, nor are they intended to replace or supplement a Customer’s Security
Operations Center (SOC). All Blue Team SVAs are performed with the intent to uncover vulnerabilities
and improve the overall security of Customer networks, but no assessment can claim to identify all
vulnerabilities existent on any given network.
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I1l. (U) Mission Requirements

(U) Credentials

(U//FOUO)
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1 Network Device Type
Windows Activa Directory .
L
L)
.
»
L
Network Infrastructure Davices (routers, .
switches, firewalls, proxies, etc.)
.
UNIX and Linux Hosts | .
Call Manager .
Unmanaged Devices (printers, APC, non- -
domain Joined hosts, etc,)

(U//FOUO)
(U) Whitelisting

(U) Whitelisting may be required and is dependent upon the Customer network configuration. Blue

Team may require whitelisting of accounts, IP addresses, hostnames, executables, paths, or ports.
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IV.U) Communication
(U} Customer Information Requests

(U) Keop Blue Team apprised of any planned changes, outages, or upgrades before, during, or
immediately after the SVA.

(U) Advise Biue Team of any on-going investigations or security incidents. This communication ensures
Blue Team does not delete or age-off any data that may be pertinent to the investigation,

(U) Provide Blue Team access to logical network diagrams prior to commencing operations on the
Customer network,

{U) Provide reporting and troubleshooting Points of Contact (POCs) including out of band
communication channels (e.g., name, position, phone number, e-mail/distribution list),

(U) Provide High Value Target List: A target or asset whose denial or loss of access would negatively
impact Customer mission,

(U) Provide documentation and details of Cross Domain Solutions (CDS) within the network,

(U) Provide a list of known or Customer perceved threats and threat actors with supporting
documaentation.

(U} Mission Readiness Communication to the Customer

(V//FOUQ)
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Defense Information Systems Agency (DISA)

(Customer)

N .

Title: Risk Management Executive/Authorizing Official

Date: 29 March 2020
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